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Endpoint Complexity is Driving Risk )

10°
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Breaches originating
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2. Legitimate ARP Reply.
10.1.1.1=C.C.C.C

1. ARP Request.
? MAC for 10.1.1.1

IP10.1.1.2 ,
MAC A.AAA | 3 ' IP10.1.1.1
' MAC C.C.C.C

ARP Table in A
10.1.1.1 = MAC B.B.B.B

Subsequent gratuitous ARP replies
overwrite legitimate replies.

IP = 10.1.1.1 bound to B.B.B.B
T IP = 10.1.1.2 bound to B.B.B.B

IP10.1.1.3
MAC B.B.B.B

10.1.1.2 = MAC A.A.A.A
Attacker
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