UCloud =& 4 H Z 15

Ry El B2 95

UCloud Z£HIBA

201918

< ucLoud >



2.1 B MUK ZEAEIBN oo
2.2 BTGB oo
2.3 A LEFABFIREZEII L oo
2.8 BTV AIEM oo

1 OO
VIl w7 o £ {1 OO
8.2 I LA ART T oo
VR N e 4. S

5.2 TRTFET T oottt
5.3 Z5 B AR et
SR R e g e U ) OO
) Doy, =~
6.1 5 E B A TAT RN oo
6.2 AT TEIRTT ZE oot
6.3 FETRTT AT oot
8y N Yl T Y 507, N
e a5 i A=£17 OO
70 VBRI o
7.2 BNV ZE VT oo
7.3 TEIVIEIR R oo
7.4 FEAETUETHIRSS oo anen

................................... 18

..................................... 6



1. #8

W5 25 T SRAT MV AR AT G, ORI 2 1 Y S £l 55 T 2
=¥ a, = FETEARKEH SRR, 8 A 20
31tE. UCloud BT 5 JIdMb A ™, T T =SS il =4z, JyfriEH
FOESS RS RAFsAT, R B 2 R e B, =P a1
74 VE— 2 UCloud HHE 1 2

Lk, et EIRSFESEF T —. MBELR LS
fE4 UCloud HyZ2E IREE, & — T4 2 5 i) H fiE3), 515 T UCloud
LS S EEAN a3 o DR RSO S P2 T 2L 55
BATESHE, MNHSHIM R EAEEIE . N SR IS AR I 21 H 5 75
&G B ZeER IR e LR AR uCloud BN B4
WA et UCloud HFIZEM RS TAFMZ L, ZetEERE

A2 BRI FH S 3 UCloud 11 28 2 2 R AT 4R

>
l
AN

2. ZERNWEREFE
2.1 EARI=RLEPA

UCloud CEO XA GG N0, HERMATWL IR 22 LR, B
ARSI Z s N KB LT, £ARH9 T, UCloud €l
SLZ AT, A EREGE N ZaRN, e Rt o el Ze

1



VEVE N E N K.

UCloud &R NA KM L% 2HIBN, FAELI, Tk, £
ERHES, LRSI ZETRK ZeETlW A, Bk, 12
At IEMN, B e, Mg s, Elee. MA%ZE
Lo g H, I L IREIBA A Dt axifwifl b i SR Ris E AL,

BAZIRS BB AT WIE. AT

2.2 Hit55#EFA

UCloud LNV EREIBN, 58N B 4w i, RIEAF. =
FE . S AE EZAM X E . SRR E R AEIAA], 3 H oz
R EIE AR, B MR 1 58 B & AGIE

2.3 RTERHEMNEZMY

£ 5L TNIHT, UCloud 7EE X St DR AHE M SRV RITHOL T, il
o — R AE S E T BORI IR AR 1 TAF & 2w B947 9 HEN R
MUE « FMVIEFEAE B 2 2B0R. Wi E MR T KA T
XK, wREW M BUVE ARG B %2 A J5i. = TABKFE
Iy, Y5573 & F R P L e R .

24 2RFLIFI

AT —4HEN UCloud 3 T, ARZESESIndkati e a5, am
#iER %, RITERETE. PAMEMZE, X TRAPT. %



G| BEANE RN o 24 BIRE S ARG BTl 22 a8, adE
(AR 7o SN 1 57 e ol e o R ARV I

3. Eflige

3.1 YiERS
D Z&EMPEAE

UCloud #-%is Lot L b5 $94% MR ¢ Bl Brbs e« [ 5K Je it 7 222 4 82
REATIRNE, B 2B G O AT AR R

2) ERERERE

UCloud £ i AL B R AW A, PO 26 S A FbiL, 28804
B UPS fitf. RS, T RS RAGE 7T HPETURBCE
B rpl 2% X e N KR SRR B, B a 5e 3 1K K o

3 HEREEH

UCloud &4l .05 7424 /NI NESE, KU . Bid
L NG FLEEHEN i B H ik, e ENEABDIRE . wsistr
IRZS o LR R WIREAT B a0k, eI AT

BB TAEN R TR 5B MR, BN s ERE, A&
BLPS MRS, BGENLp: B BN S SN A o BEXHHBE . K% S

3



RRGMEMNSINGE, LHHLE N GUE WIESR, IR T N o

3.2 MEEE

1) WBZEHE

VN A B 518 ] SDN (Software Defined Network) A1 =1t
TR, UCloud MBIV GE AT AR P R B AE A = I 4 B vt I 28— IR
. UCloud FI|F SDN i R # Overlay P25, SKAF 22 FL P [B] g 25 1
MR, R PSS R4 1D, R RIB TR
AR 1D BBEE A S oV EARDI R K B ASF T ik
SCIMAE SDN % R 2 b ol nmAT 4845, MR A 2 e A 2 e
P IRERE

2) VPC FAE M

UCloud FIT A 1] FH X I 2% #5524 HE VPC (Virtual Private Cloud) 4244
Beit, AP AT DLPRIE R E E T, ST A e Ak e (kT
P4 )= ). UCloud #EH B8 —4X vPC 2.0 BA NS i RiE ) E & X
BT SEHRAE T A E B RS AT X RE ST, ENE R X ]
LRI, PYMIIET] R AR, SEEIL T B SR K A RE

3) DDOS ¥

T3k, DDOS (Distributed Denial of Service) B H & FlHF Y &

PUREH IR A, sl by KB 2 M. =P aREEES

4



=SS, KOy DDOS HIEL K X .

UCloud #147 E L) DDOS M4 22 & Bi4r BIBN, = FEHAT L]
DDoS B4/ % #%, W45 LA SYNFLOOD, UDPFLOOD, CCZ5% 2% I
Biidi, RS IR IBAE,

NORRER PV 55 A2 3 DDOS BUtiffIs4 i, DDOS W 2% 22 4= Fi 4 [4]
BAKE 10 E B4R 4504 OB IS UADS, s PR (5 b i) = 2
P &R5, BAENEK 600Gbps, A 2T MBGHBHEE )], £ 6.3
T = B IRG

4. FEZE

4.1 HiE ERR 2L

N = H i UCloud, ¥ H Bk 55182 ##% #1) UCloud A H =
I5f, UCloud JyH PR AEAEN I TR AR T, 5H P IA %R
I UORIF B KA, SCRPECRINE M4 (1 HTTPS., SSH %5).

UCloud {KFE& 1E iz 8 r SR ) e o i P 2 ik i, 9 P IR B 26
BANRSS, WAL 277 2% - AL 45 2 UCloud sty A
AR, ZeRE. EIRK. FERESNNE, DMEREAHE,
Wi RN ST AR . 2 XKoL S SR RS 5.

4.2 ZPFRERLHRIP



A = 3L UCloud R ZAE A, UCloud i id %2 4 (1) 4244
vy ORUERT P B AL 55 2 18] #s R B R 8, ORI R — B
B HARIL, = EVURSEIK T EAT R, 38 I X 2% b 88 1 SR fRALE
AR Te) B U EE BAN AT W, JEikiE s R s i

UCloud {5 F 73415 sXAF i, SCAFAR o3 8 Bl v 22 20808 Fr B0 HIAF A 7E
AR B, IF B EEE B2 RIS . Bl el ]S
99.9999% . UCloud z =ML A5 N 5 At IS SCHFE SR TR,
SCRF A2 /NS NAE—FP . 24 /NI AE— B S Z1. 3 RINE—F iy
ZNBIEIE BRI DR3P e -

4.3 HIET=Z£EBR

FEZ 7 ZORMIBREAE BB R AEF B FERT, UCloud H5ilid =2k
T AWM R ] B B HIGVE R R, 50 i 5 A A5 1k A
M,

7% PR IR 2 S AN EEE UCloud AR St 22 3% T 7 £
PatR B 7 K, LA IEF] 7 H T2 8 J R TGV A Iy 485 9 5 350 B Bl
% o

4.4 BRFIBINRAFRFARP

TENMSLI = 5T T, A= A B 4 Fra i, Iris
HARMIALE I, SEEEVEARE AME . UCloud P& 48 1E SR AL A
ARSI LAIR, REM P fevr, Ak P fdERMfts S =77, A~

6



0 P Bl A AR B AN oG B T E Al 55 s e, AN
XA I A NS B AE AL -

5. Z&iaE

| = ]
1 iRiER2
KUK 43 G2 224 it TG SRR S W T
R T 5k APl LR WRE R A 7 2207

B RE afgSEREY i o
BB

Bl 51 2 AT RIR
NPRAER P ER 2 6 LS w77 a i %4, UCloud ™ BEANF

KA AR, R85 B AT . UCloud 22401 & A i J8 1 32
LG LN AR
D FiR M X T RBEAT KB 08T, AT R 22 1EE
DBV KA e A IR ATV, X RGAEMHAT 2 2 IR PEE .
3) PR MR N AT Z e R RS2 a5 R EI,
FEHT RN LT 22 A gm i A, SR at Al F 224 API,
4) MBI R AE5S, BT IIREMEN. FE A,
AN SOBE N, SO KBRS B 24 .
SO RAT b8 KK K ATTT A, B2 5 € W AT 22 A4 .
6) “aicE: MAREIME RS, EaBENNTMMREE, 5
B3 ) R ) A PR R




5.2 BREE

> AR >> SRR >> AL EATE >> AR >

> IR R > eI E > U AL > IWIAE R SR
1 HEMLIRRRE LA TIER ey b bl 1) TSR 1) WiFEHBE
2) UCloud SRC > T T : 2) KB 2) KRG
3) TAeH XIS 1) iR 3) T 3) IO E, £
T 254 2) i 2 > U A 2 I AN PR R

4) A4 3) ML S0 S AT fi SE S P

b5 4) BEEE

K 5-2 JmilAE HE AL

UCloud 224t ORI S BAA LA A% L HARIRN, kil 22 ]
BAR EE TR A BRER. BEMBE 24w, Bid8ri
1“8, RN EMIRFRRET 228 M EAE A
BRERMER . UCloud %40 5 8- 2 i FOAL Xl A IR FFIR R, 52
PN IR T 25 1

5.3 =FERAE

UCloud Z4&HINZ & Z FEHI NIRRT, FEHHINR %2
% %, [#%2 IDS (Intrusion Detection System ) IPS (Intrusion Prevention
System). HIDS (Host-based Intrusion Detection System ). I %s
BUERG, WIGED R LRI NN, #iRT 6 %4
AN o

UCloud 1~ & b Ffr 3 FH P 2 TR) St 7™ s (RO P 4 e g, > P I 2
ARG, AREERE =T 5 M E N R B AL .

5.4 SHEESNZIWRN



e PAEAE A A B AR ) L, B AT LR SR SRR 5t UCloud
AIBASR B 7*24 /NI R SCRR, 90 MPARGE M M. . UCloud #3758 3% [ %2
RGN, W eBREAT g, IR T RN AL E
X R B b B FAE S E OIS E i E S, iE RS A 3
PLHIAN S AG AR EE, DRUESGEmI N P E AL, Lob g, PREEZE AL

=

UCloud I ZJ i 20Mb 522 4 i, R DNAT 2 REM T 7 BT 6 (1 24 4
FAF (Gl A R B s G I TR 5 ) 2 3L R 3 B SRR IR 3 7 KT 5 1Y
‘24 . UCloud IR 55 il L AL 5 = Wb g 4T B HER , 7K —ELAL
T AEE—B6BA. UCloud 2838 E N E b v (5 = ORI, SCRFiRE A A5

YA AA
TR

6. BRI REMRTTHR
6.1 ZLRLHFIHH

Z kg Bz, UCloud % BRI 45 7 1Y) 22 4 DR BR A [R] I
EER B S T B B 1 7 .



UCloud A% PRt & £/ M

L2 RS SOSKZ & M Rz AR 55 ZREMRE

EFPBESREHE

Al 55 T R

L&

BfLRE BEEEIE
BET AR

HiERe SSLIE$H iR EET %1143 W 4% PR UCloud

7*241NBF

HAZS Web 7 F 5 A i Webi@iE 34
FZ&e EZ WS R

ek =

iR 22 ZLEE R& AN raRe e
- S % BHRGE &I

K 6-1 = s il

HwPMHA RSN, UCloud N3 Rtz a6, #Rit%
EPrETS, BRESSNZEE R ERERE S A S,
nE Ok B B S AT I . AR 55104 R WERIK P RLR L a0
&) 2w AT, LRSI SO R BRI ORIIE B 5l 55 1
R (B, FREPE

6.2 REFmFRAE

UCloud B4 ZEzeirlkal, £EZELTHKBIN, UKL
— B bwerth, R RMEINE LY. PR MR
g, ElEa. MHga, BilERe. Bgirse . ReFHLRe

e



MR35, M 10 R4 i ARSI 2% T I L AT K.

B2 RS SOSHRMIMARS  FREMM
REEHE S R

B RE B2

HiERe SSLIEH iR
FR#&E Web Rz A 5 X 1 Webif@E $31#
ENRE EL/ DN

Wk 24 S e

K 6-2 UCloud = %47~ 4Kl

6.3 BERFRME

1) Jr5 RGBT VAU T BIARTE B B 22 4= i 47 7 KAk
AHUAEFEE & B I 2T7 b

2) XFFAA = IRE AN P % ars IR s Al aiE
R E LS .

3) FReAffb Ak, M TR LM RTTR, RS IRFFL
B, AN R TR A R .

4) HRETRI T AT, JoR sEh s,

6.4 BERFFEZOFmBIEAR

11



1) =kEBRSS UADS

HiBi (UCloud Anti DDoS) ATl #& RAIRATIER 1P CELFEE
UCloud st 4MA TP $2 4 DDoS LB 4 7 ik 44 ik 1P
(ELH53E UCloud HISAPESNKY TP) FEIEZ KIE ) DDoS Brdiif, wJ
Chodiid ey 1P ACERVE NS TP T A, Besssss 1P, KX &5l
MBI ET 1P, WA RIRES R E 1R H 18T

L

" ™
: [EXMEHRAFERE TR "

2. SRR EM HHE
| et K
e

1. AT (%
Ha\7EEh) )
e P EEE
—— .|| 2E=. MERBRRTE,

SR > Usec-netfEgs ser
-« TSR mErEEMEEEREINE RELEREET
- _/

K 6-3 UCloud =B ARSS280) 7 e B

2) EHAZAEN UHIDS

TN R T EAE S AL LR Agent, RN, BE . P
T8, 3#F UCloud = EALMPT L= ML BBIRm ENL. A =T
ERIRSTAEE. BeWs I K IR EMNRAT N, SRR,

12



R SIWIRRINE S TR SS 4, 2R T RTIARS . RS a AR
y[ER/ R

LEEEL ]! A%

S TCP/IN%& =@ S e webRif R &
S O < a Fap
Agent ? = ﬁﬁgg ETJ’\E

Xk
—>

o R g2 =
Ss &
RO E £2DB EHERER

K 6-4 FEHUNRATI N A= E

3) Web RZFEFAXEE UWAF

Web N FHBi k4% (UCloud Web Application Firewalls) & A4k
W ERBER) web S Kt T4 web 3 (15 B0 AT e
AP, SCHREARBL SQL J N XSS BG4 web Wi 4T 4. FTLUNHA
FREARFE R 8] BLCSORM B < G (R XU, BRgssisnt,  Bs LE X
A ONE K/

WEBEBifl B% 2
’ = —
() L T
— = |
WEB B Rl Bk 5 WEB EzF IR &8

6-5 Z SN\ UWAF i & %ttt

13



coNfRS B WEBEZ FIBh Xt WEBBrFlIRSS 8

=

K 6-6 CDN 454 UWAF

L

L B B

IZE ] WEBE: FIBh K i WEB FiF RS 2

K 6-7 mibi4h A UWAF

4) Web iRt UWS

Web JiHFAHE (UCloud Web Scan) & F T4l Web X3 I
A RS FTLAERS . AT Web WIS FEF 72 AE (IR, 8
VR 4 2 2R P S DO 3 22 4 5 AR G U AR U T 41 AR L
BHAPIEE E 4. R AR IR S8 S B 5%

5) SSLIEHEIE USSL

SSL iE B (UCloud SSL) A% b4 — i SSL UF 548 H il
%, B LR s LRI BHE. WL, #%. SRS
i, EUE—EFHEAECSHIUET. UCloud SSL E P& B HF
keyless P AR IT %, WHlRAFIERIR 4%, widvyn s
MRS A 5E, fEHE %A

6) FUEE®EIT UAuditDB

14



el e F TEXS H T IS5 H S AT AT, AT ERER 25 o) e 4hs
PERAERIAT N — R T R S SO Hde B R AT L X Bl 2 A
AR AT IZIN A RAE N ASEAR I S8 1 o ISR e 0 s B
SR, IR H RSB RHER A SE B BN RS Bl e
WESBAT BGIEAS A, # U1 ] DL I S i 800 e i o5 F A A, xt
BAV TR E SRR . H . BRI AR

7) 21N UHAS

42l (UCloud Host Audit System) N/ IEAtEE a4
fRRTT %8s B 4E N SIrT il BRI FE VT i = EAL (UHost) , il
I 0 2= ENLRHRAE, 7 (38 3 0] RN 1) 37 s E LA STAEE i 42t
Al P F i 4 AR A% il 7K o

|
|
|
|
|
1
EER |
axz A = !
LBEHAR* } NS LinuxEH 12
‘ N
i S
! LinuxEHL XHHES
BB |
fEER !
httpsihtpia L)
-—
SRIE, |
% R
|
|
re :
Y I Windowsizi2 s
L~ } MacFreeRDP
|
|

Wi/

WindowsZEH] &2
+ X

K 6-8 UCloud 22NN H R & &

8) SEEN USSA

15



SHIONE RO T e RN 2 2T 6. JHP R T E
AR 0] LSS B SRaSHAEE Al = LB 2 2oIREs, JFREns
Xt P Sk AR R AT S . BB R ML
Bl N2 e Ot AT Bt ), 3 B 2 = D i R M2 4
BHEARZ S, @ BRENFAHCA . FPPY. FRBGED
T B SRR I 5 5

9) FRMiTARSS UDBCP

FORNPFARS5-UDBCP, B EH B 7 S E R I EOR, k15
hdie SSEEMH D AR ERIRSAIERSS, a3k
AR S5 R
(1 FHRTE WSS

NARNHIEE R R TAESRAE T, P BV #E4T R G E
P w5 RHBARTBANTRIAE T AL 22 2Bk 5 5
BRI EORZ I ZERE, R MR B R S R ORI AR O ARTE,  SE ik
BRI U BT RA S B 22 28 B SRS 14 i 1
(2) FEHRI VIS

T R SO UE )00 PP AR 4 T ¢ R 2% 22 2 55 0 DR AT DR I T s
. IS, XML AR R ST 48 % S R RS IPE, I

H AT K S G ARG B2 LA 2 2 A S5 R ORI DI PR 7

10) SOS RN

16



UCloud 37 1 2 44 % e Wi a0 4 & 1 % 4 X 4Lk SOS . Z i
RN, $RBt 7x24 /NI R 22 4 L2 L 5 I 2 e ol S 22 e s
RIS TE P BT 6 1 % A2 (0 I e I TR 55 2 S22 A 3)
LSRR DR BT B 2 4

ZEFAESE I

A = RS SRR SRR IR, A5 e A
AL A Rk UCloud SE% 7 Fril, R DT & %4, lidfr
AU E PR GIE, e rE G e a], kg s Rl 55 5
FELATEH] UCloud *F & . UCloud FiARHE E ZEHEM LR .
PR R s T RATM R R SR IRIEAN SE E 2 IR ], [AH
FUEBLE B 5.

7.1 EBEN

UCloud ™ 18 57 [ ZOE R MAEUR 25K, 388 = THEAT WL A W
25 2 e I RIARHERTIE . JTHAE 2017 £F 6 H 1 HEZR 21
17 (M2 47k), UCloud fEH M IBALE BRI MZRIEE %4, I
PP RLOR 25 77 T SE D0 P B AL, 2 MEE AR A 228 T T BERIAAT
FRITIRBLI =1 & Rz i & B SR A DR

7.2 =R T



UCloud TE4A HLME K45 IDC JEHE K2 ISP R R B 36AH B, SCREIR
13 A SR LA Y 55 =1 B, 1A 1E A = T B AR 55k 45 14
Al & PRf DURCCME S E SR UCloud = ARSS

7.3 ZEHHAERFR

ISO %Cglo\igfﬂISO/lEC9001:2015&%%@ & 2017128
AL RIAY
150 5001
2017648 & | UCOUdSRBEIERTANRENSR "B
E+REE" &a%5. TRUCS
IREMBUE
? 20165128

ITSS UCloudi@id TR & —Ht I TSS =it EiRS
BESIIRME, FHRERMKBIAEER)IAIE
2016695 UCloudiBiTISO/IEC 20000:20 1158 HA T
T  msEBERAL :igo

UCloud/En EIRE R, SIS
(% SRLINE, ERATECSERSINE | P 2016598

UCloudi@iT CSARIBS A& HEtHHICSA
2016588 @ | STAR EfR=ZLINE

217}

e
i
CH ] e

SO | UCloudsiaSsaAtISO/IEC 201647
ISO 27001:2013 EE L2 EBRRINIE | A

|sg£7;01
UCloudEttt BT # RO BRER T SIS

2015%88 @ | mmmeilE

UCloud =R BFFEERBEIRLHHR= ® 2014488

DICP R

UCloud ELIBEFTERIRISAE, 8=
El. REEE. REFREHRRSNE Cpote

201457H

7-1 UCloud = & #AIFE &
2014 £ 7 A, UCloud B #ti#E Al 5 = RSAIE, SRE = FH. =

BHEFE . =57 L m o KRGS E

18



2014 5 8 H, UCloud =JIk%5-F & 018l A 2 ER S5 R = IPF o

2015 4F 8 H, UCloud T4 bt i Hipdfs ook BR 32 5 B R B 7 i
VAN

2016 - 7 H, UCloud 3R1F 5 hiiAS Y 1SO/IEC 27001:2013 15 8 %
A FAE RN

2016 4 8 H, UCloud i&id CSA Al BSI BXA#EHI ) CSA STAR [E R
=Nk,

2016 4 9 H, UCloud 1ENE N i, el v/ {E =24l
e, J5 A NS =8 R 2 A

2016 4£ 9 H, UCloud i@id 1ISO/IEC 20000:2011 15 2B H AR 55 7
(LN

2016 4 12 H, UCloud il it TAZHEE —tt 1TSS =it RS 5e 17
fii, IRMEMION BG5RLD FIAE,

2017 4 4 H, UCloud RIFAE =Mk ) = ENLFR “ B+ KR
B mdin

2017 4F 12 A, UCloud i# 3T 1ISO/IEC 9001:2015 Jii & & FiAA R INALE

7.4 FESHIEBIRSS

P RESREG UL (B, &5 B 5w RE RN,
UCloud "IN 7 St =1 & SR IIE S 35 S n XA AT
FAIRUESE, FFRATRERIZE T2 7 B o5 AT B, 35 Bl )~ SE ORI ) 56 1k
UNIS/NCIR

19



