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Kubernetes Cluster

1. Service receives request
from app

2. ClusterlP service load

Pod X balances over ready

pods (random)

ClusterlP
Service

0000

Pod 1 Pod 2 Pod 3 Pod 4
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Kubernetes Service

A service allows you to dynamically access a group of replica pods.

I port 30080

Node 1 Node 2
IP: 172.31.41.126 IP: 172.31.47.81
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INPUT OUTPUT
KUBE-SERVICES KUBE-SERVICES
KUBE-FIREWALL KUBE-FIREWALL
From NIC T i _P To NiC
POSTROUTING (nat)
PREROUTING POSTROUTING (mangle) KUBE-POSTROUTING
_|_> KUBE-SERVICES CILIUM_POST mangle CILIUM_POST_nat
From Pods
To IPod To Pod
> FORWARD (filter)
KUBE-FORWARD

CILIUM_FORWARD

kubernetes

%_m —mark KUBEMARK-DROR 4 DROP | -m mark -mark KUBE-MARK-MASQ -| MASQUERADE |

-m statistic ~mode rancom --probability 0.5 -| KUBE-SEF
4 KUBE-SEP-2

-5 10.233.67.32/32 -| KUBE-MARK-MASQ
“p icp -m icp <] DNAT ~to-destination 10.233.67.32:53

L Kueseavees

1-510.233.64,0/18 -d service-ip/32 -p udp -m udp --dport 53 -] KUBE-MARK-MASQ
-d 10.233,0.3/32 -p udp -m udp —~dport 53 -| KUBE-SVC-X
-m addrtype dst-type LOCAL -] KUBE-NODEPORTS

| . kueeromwaw> | o o eS80 KB MARC A

-m mark ~mark KUBE-MARK-MASQ -| ACCEPT
-p tep -m tcp —~dport 32000 -j KUBE-SVC-X
-5 10.233.64.0/18 -m conntrack --ctstate RELATED ESTABLISHED -] ACCEPT

-5 10.233.67.33/32 -| KUBE-MARK-MASQ
-p tcp -m tcp <) DNAT ~to-destination 10.233.67.33:53

-d 10.233.64.0/18 -m conntrack --ctstate RELATED,ESTABLISHED -{ ACCEPT




-] KUBE-MASK-MASQ 1
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A user sends a request.

LB receives the request. LB modifies and sends the request to RS

D:200.200.200.1 D:200.200.200.1 © D:10.10.10.2
$:200.200.200.2 __' §:200.200.200.2 .— $:200.200.200.2

LB modifies and sends the RS processes the request and

The user receives the response. response to the yser ___returns a response.
0:200.200.200.2 | 0:200.200.200.2 | 0:200.200.200.2
$:200.200.200.1 $:200.200.200.1 ~ $:10.10.10.2

Inbound Request

Outbound Request

Real Server 1

Director

Real Server 3
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INPUT KUBE-
POSTROUTING
| |
ROUTING MASQUERADE
. .
$ ipvsadm -1n
ROUTING IP Virtual Server version 1.2.1 (size=4096)
Prot LocalAddress:Port Scheduler Flags
| -> RemoteAddress:Port Forward Weight ActiveConn InActConn
TCP 10.111.21.136:80 rr persistent 108600
10.111.21.136 -> 192.168.23.130:80 Masq 1 e e

-> 192.168.23.134:80 Masq 1 %) %)
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